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4% 1~ FML ¢ Fuzzy Term

<FUZZYVARIABLE

domainleft = ”aR1 ” domainright = "cRI ”
ip =" localhost ” name = output
scale = undef ined "ty pe ="OUTPUT”>
<FUZZYTERM name="R1”>
<TRIANGULARSHAPE

paraml = "aR1”

param2 = "bR1 7>

param3 = "cR1 >
</TRIANGULARSHAPE>
</[FUZZYTERM>

<FUZZYTERM name="R2”>
<TRIANGULARSHAPE

paraml = "aR2 ”

param2 = "bR2 7>

param3 = "cR2 7>
</TRIANGULARSHAPE>
</[FUZZYTERM>
</[FUZZYVARIABLE>

4 2 ~ FML #7 Fuzzy Rules

<RULEBASE>

inferenceengine = "MINMAXMINMAMDANI**
ip = "localhost ”

<RULE

connector = ”AND”

ip =" localhost ”

weight = 717>

<ANTECEDENT>

<CLAUSE not = "FALSE”>
<VARIABLE> inputl </VARIABLE>
<TERM> d1 </TERM>

</CLAUSE>

<CLAUSE not = "FALSE”>
<VARIABLE> input2 </VARIABLE>
<TERM> d2 </TERM>

</CLAUSE>

<CLAUSE not = "FALSE™>
<VARIABLE> inputm </VARIABLE>
<TERM> dm </TERM>

</CLAUSE>

</ANTECEDENT>
<CONSEQUENT>
</CONSEQUENT>

</RULE>

</RULEBASE>
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£="00:04.807°

6" pi="2296" flename="C:\WINDOWS\systemaz\algs.exe" staline="00:06.730°
teProcass” />

2 pig="040" ilenams="C:\WINDOWS\systemaz\suehost exe startme="00:03.866"
vic' /=

aclaldscazfes’
0" starttme="00:00.171"
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% Clientz3 2 3 E £ 4258 4% & » $73F dstfile="c6012e7e33fc7f7b6Ff418a0e164467b.dat"
2 b id Server zHiE 7 JLE > B B Fe | filesize="32768" />
r—g 31 ﬁﬂ&:ﬁ%'lfia ‘?“L -F'r v B d ‘@7 '?g '? e i o1 </stored_created_files_section>
Bz end 4 4 (Clonezilla) » 278 R #
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$E L A2 3k seerRien dil handling 3. Client 34 PC # 7 10~15 » 4
filesystem ~ mutex -~ registry ~ process 14 % 4. Client = PC * % Hp 4 5Pt % 4
stored created files & {7 5 gedk ; £ 4 B 5. riiE ch i die ot B A 4R 2

T BB XML #3434 ¢ B 3t stored
created files siedr; € & 4 ¢ v gz )
ZELAES G T C e ab3.bat 12
Z index.dat % I ¥ ¢ #g%aE 2ok gy
2 B AP M T3 e 42 T B
& ez A2 K [17] -

@ Malware TEST Bed

Light Weight

%3~ B4

<process>

Truman
1
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<dll_handling_section>

—o

<filesystem_section>

<mutex_section>
<registry_section>

<process_section> i
/-‘ % National Applied Research Laboratories

<system_section> ) B £ s
REHL / National Center for High-Performance Computing [ Tru'map 5§
dd w5 B 4 & 7

<system_info_section>

<stored_created_files_section> EH i. 2 ;\‘. (8 e & ,L,Bé IM s 1l & i; )28 #c DEX
<process> eIk {%i /ﬁ Bt ooy &Lg.ﬁg‘@ TFT - B

4~ BRANE L A4 XML #[17] 447 o B 11 B 2 Truman > Client =3 ;\‘.
<stored_created_file srcfile="C:\Documents and & ,%i. 7?3.5\“ BT A ’H’ F’d‘f rﬁ% ] 3 ‘ﬂ{. (il & ,E,
Settings\Administrator\Local Settings\Temporary Internet ﬁii\‘ f9 :‘3 0o —}i ﬁ“‘f /:‘ N ‘ﬁr'm #E] 1%5 & ,{,
Files\Content.IES\index.dat" A7 5 > Truman # * 5 Windows Server

2003 Resource Kit Tools # =1 Sleep # it »
TE LR A AR TR TR R
S AR ayk i ¥ b Truman ¥ 3% 3+ 3
Fauxservers # =7 IRC ~ SMTP ~ HTTP ~
FTP % 4pRf & %t Services » i ¥ #-H 4p Bf
e FafET ko

dstfile="e65b2507b7bee965fcla2dcc0637adf9.dat"
filesize="32768" />

<stored_created_file srcfile="C:\Documents and
Settings\Administrator\Cookies\index.dat"
dstfile="d7a950fefd60dbaa01df2d85fefb3862.dat"
filesize="16384" />

<stored_created_file srcfile="C:\Documents and
Settings\Administrator\Local

Settings\History\History.IE5\index.dat"
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B 11 ~ Truman 4 45 % & [18, 19]
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B 12 ~ Truman # B~ 4 ¢ 4 & [18, 19]

B ME-D0C LFEE BN BNE 200967 TF 0758 1 186 @A
28 () g ) @ veunmonmon. [@cw

T ] E-m20 ran

B 13 ~ Dump =Rt

Sh-uhc Ie
USB hus reqlstare§ asslgned bus nunber 4
USB hub found
rts Aetec
UHEI at 1/0 @x2060, [RQ 1@
i cted 2 5 ris
o omew UJB bus rEqnstPre assigned bus number 5
USB hub fuund
2 ports det

720%400@10
140.110.104.70

, IRQ 5

ush bus PEQI%QP!E asslgned bus nunber €
hub c USE hub found
2 rts detected
hﬂsf/nsh nh:l c: vl 275:USB Universal Host Controller Interface driver
red new driver hiddev

id
: Yojtech Pavlik (vojtech@suse.cz?
SB HID support drivers
B use device common for _all
nd: nd drlver 0.98.8 MAX_MD DEVS 236, MD SB _DISKS=27
d: Autodetecting RAID arrays
nd: autorun
i eufurun D?NE i Wit
zing Crupto rap\nc
Llnux TCP Y i for NET4.@
otocols: ICMP. UDP CP
ouflu¥ cache hagh table of 8192 buckets, 64Kbut
: Hash Ahlar configured (established 262idd hl“d Ghﬁdﬁ\
T4: domain sockets 1 @/5HP for Llnnx NET4. B
ressed inage found at blo
d e BB:1a.1-2, asslqned address 2
i lntarrupt status 3, franed 621
vi.11 Mouse [FIXART USB DPTICAL MOUSE] on usb4:2.0

d m
. muuntlng uncheck?d fs, running e2fsck is recommended

o
unused kernel mEmu)a 1BBk freed
arted: BusyBox pred (2004.03.16-15:09+0000) nulti-call binary
sproc on Jproc type proc (rw)d
Intel(R) PRO/18@ HNetwork Driver - version 2.3 18-ki
Copyright (c) 2883 Intel Corporation

ei@d: eth@: Intel(R) PRD/188 Network Connection
Hardware receive checksums enabled

Defernln|nq IP Address for eth@....done.
ethd NIC Link is Us 180 Mbps Full dupl
3

;. ex
Sfarflnq dd restore to /dev/hdal from 192.168.8.100:45612

B 14~ B R ki

Bl 13 & Client s 7 E & 425 (8 >
BOOFEN AP ERANELT KA YA
F‘%ﬁ-l? iRl e S A T A 0 P oK
'ﬁﬁﬁiﬁﬁ—mmpd—ahw%;@l4
198 Truman #-gg & e ¢ sope AR R T
g SR R SRR PR
WE AR 2 P e v 3 T Se rver%fﬁ
ERGRES Y #Bl’s?év\%‘rﬁiﬁa iy e
Report » 4% 6 #7177
400 by FRPRIET T A & 2§ ) log 46[18, 19]

Starting Faux IRC Server Emulation on port 6667

o

Starting Faux FTP Server Emulation on port 21

Starting Faux SMTP Server Emulation on port 25

tcpdump: listening on eth0, link-type EN10MB (Ethernet),

capture size 1514 bytes

Starting Faux DNS Server Emulation on port 53U

2009/08/07 23:36:08.901798 192.168.0.214:138 ->
192.168.0.255:138

U 2009/08/07 23:36:40.450763 192.168.0.214:138 ->
192.168.0.255:138

DHDDDADAAA. ABACFPFPENFDECFCEPFHFDEFFP

U 2009/08/25 22:02:07.735116 192.168.0.100:38406 ->

U 2009/08/25 22:02:07.735519 192.168.0.109:57100 ->

192.168.0.100:38406

U 2009/08/25 22:04:56.584138 192.168.0.110:137 ->

192.168.0.255:137

FHEPFCELEHFCEPFFFACACACACACACABL.. ..
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# 6~ Truman #7 4 # 2. Report 4= #|[18, 19]

T~ ERAANTEAR

Summary report for

ch35f063c0n96110f75051ea0827a56¢ created at g 7L 574 e XML 3R 4 i
9p 8% 07:39:28 CST 2009 AR B & 2 AR5V 20 7 5 0 4ot i 2T Registry~
Host file changes>>> e Connect ~ 2 :x Files ¥ » L 5= &
Registry Run Key changes>>> FO R oA R 2 ’f#j\ g W Hpr A B 4o
Persistence|C:\WINDOWS\system32\igfxpers.exe B 15 #t7¢ ; 1 % # * Stanford *~ & 7
PHIME2002A|C:\WINDOWS\system32\IME\TINTLGNT #FehProtege R B wEARE > N iEX
\TINTSETP.EXE /IMEName KB FeFFZ ARG > 4B 16 217 o

IMJPMIG8.1|"C:\WINDOWS\IME\imjp8_1\IMJPMIG.EXE"

/Spoil /RemAdvDef /Migration32
Tm]an
Registry Service Key changes>>> horse
-SwPrv|MS Software Shadow Copy Provider|
C:\WINDOWS\system32\dllhost.exe
N Relation Layer

Tnstance [ aver

Concept Layer

/Processid:{DB99892F-6778-4E3E-AB71-15D040B76A0A}

|Own_Process|Manual|

+SwPrv|MS Software Shado

[HTTP>>>

IP traffic>>>

06:51:18.835960 arp reply 1

00:16:17:e4:e2:13
1460,nop,nop,sackOK>
06:51:18.836382 IP 192.168
ack 1 win 65535
AIDE>>>

Start timestamp: 2009-08-09 43:08 AR | Eiae N (]
Total number of files: 11218
Added files:

Removed files:

Added files:

added: /WINDOWS/system32/dlIcache/hidusb.sys

added: /WINDOWS/system32/dllcache/mouhid.sys
added: /WINDOWS/system32/drivers/hidusb.sys

added: /mnt/images/WINDOWS/system32/drivers/mouhid.sys = N __ D
Removed files: i
removed: /WINDOWS/pchealth/helpctr/BATCH/hscsp_w3.cab
removed: /WINDOWS/pchealth/helpctr/System/DFS/privacy.htm
removed:/WINDOWS/pchealth/helpctr/System/DFS

/uplddrvinfo.htm 1 v e ot

removed:/WINDOWS/pchealth/helpctr/System/DFS/xmldialog.htm hange.to_the_Windane et

removed:/WINDOWS/pchealth/helpctr/System/DFS/xmldisplay.xsl Bl 16 &4 7 5w AR
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% 7~ FML §# 5

<IDOCTYPE FUZZYCONTROL SYSTEM ”
fml.dtd ">

<FUZZYCONTROL defuzzifymethod
="CENTROID”

ip = ” localhost ” type = "MAMDANI”">
<KNOWLEDGEBASE IP =" localhost ">
<FUZZYVARIABLE

domainleft = ”0” doinright = "1”

ip = ” localhost ” name = "Luminosity”
scale = ”Lux” type ="
<FUZZYTERM name
<PISHAPE
paraml="0.0"
param2 = 0.45 >
</PISHAPE>
</[FUZZYTERM>
<FUZZYTERM name
<PISHAPE

paraml =" 0.4999999¢
param2 =" 0.4499999¢

<VARIABLE>dimmer</VARIABLE>
<TERM>medium</TERM>
</CLAUSE>

</CONSEQUENT>

</RULE>

</RULEBASE>
</[FUZZYCONTROL>

quaﬁw@m alware’

T 3
i g
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</PISHAPE> TWMAN Beta (CORE By Trumai 0.1) Coy )ht 2009 TonTon (TonTon@nchc.org.tw)

</FUZZYTERM> I o

<FUZZYTERM name ="""™" National Applied Research Laboratories F
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